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Abstract

This paper examines the Secrecy Outage Probability (SOP) and outage performance of
an energy efficient Spatial Modulation (SM) in a bidirectional Decode and Forward (DF)
Cooperative Cognitive Radio (CCR) system with the presence of an eavesdropper. In the
proposed system, both primary and secondary users use SM technique to enhance the spec-
tral efficiency and energy efficiency of the bidirectional system. The two primary users
swap their information with the aid of a secondary user, which acts as a bidirectional DF
relay node. Time Switching Relaying protocol-based energy harvester is employed in the
secondary user to harvest the energy from both SM operated primary users. Secondary user
information is embedded with jamming signal to confuse the eavesdropper. The SOP of the
primary user and secondary user are examined in the presence of an eavesdropper. Further-
more, the lower bound and upper bound outage probability of the proposed bidirectional
CCR system with Physical Layer Network Coding and SM are derived with respect to the
harvested energy. Simulation results are presented to provide the functional perception of
the proposed system behavior and emphasize the effect of different system parameters.

Keywords Spatial modulation - Energy harvesting - Cognitive radio system - Secrecy
outage probability

1 Introduction

In past two decades, wireless communication network has witnessed unprecedented devel-
opment in information traffic, driven by the popularity of multiple smart devices, electronic
gadgets, need for exuberant multimedia content, and the exponential increase in the number
of Base Stations (BS). This resulted in a lack of range for fresh wireless devices and appli-
cations. 5G has evolved as a potential candidate in order to cope this spectrum deficiency
and huge data traffic [1]. Spatial Modulation (SM), Energy Harvesting (EH), massive Mul-
tiple Input Multiple Output (MIMO), millimetre (mm) Wave, and Physical (PHY) Layer
Security are some of the important technologies in 5G mobile communication networks
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[2]. SM increases the spectral efficiency and reduces the number of Radio Frequency (RF)
chains, which activates only one antenna during the time slot [3]. SM carries two infor-
mation units. One is the conventional modulation and other is the antenna index [4]. SM
significantly elevates the system performance by using efficient detection methods [5]. SM
is effectively used in MIMO systems to improve the energy efficiency [6]. The power allo-
cation strategy for MIMO system and the total power constraint are investigated in [7]. In
recent years, researchers focus on energy harvesting, which is one of the strong and poten-
tial parameter of the 5G wireless communication systems. Simultaneous Wireless Informa-
tion and Power Tranfer (SWIPT) deals that RF signal not only carries the information but
also carry the energy [8] [9]. The EH process avoid the frequent charging of wireless gadg-
ets and reduces the emission of carbon footprint [10]. There are two types of EH protocols,
Time Switching Relaying (TSR) protocol and Power Splitting Relaying (PSR) protocol. In
TSR scheme, the EH and information transmission depends on the fraction of time, while
the PSR protocol performs the EH and information transmission concurrently [11].

The security paradigms that protect the confidentiality and authenticity of wireless
transmission in the 5G network remains elusive despite current efforts by academic and
industry researchers. Definitely, one of the key problems in any 5G network is how to
secure the wireless data transmission. In [12] physical layer security for both PSR and TSR
protocol is analyzed in unidirectional relay networks. Normally, all the data encryption
standards and cryptographic algorithms are based on the perspective of application layer in
the Open System Interconnection (OSI) model [13]. Differing from the conventional secu-
rity approaches,Wyner laid the notion of PHY which provides the secure wireless transmis-
sions by exploiting the characteristics of fundamental transmission medium without using
any algorithms and keys [14]. Physical Layer Security (PLS) [15] is a very powerful tool
to maintain the confidentiality without using key and achieving perfect secrecy rate. Coop-
erative communications plays a significant role in day to day life which increases the sys-
tem capacity, network coverage and Quality of Service (QoS) through independent relay-
ing path. This leverages the reliability of transmission by using diversity gain and spatial
multiplexing [16]. An energy efficient fault tolerant scheme based on network coding is
proposed to improve the wireless body area network [17].

Two way relaying is an efficient method to improve the capacity and energy efficiency
of the system. Mainly there are two types of cooperative relaying methods such as Amplify
and Forward (AF) and Decode and Forward (DF). In AF relay mechanism, the relay
receives the information from the source and amplify the signal, forwards to the destina-
tion. Moreover, DF relay receives the signal from both the sources and decodes the sym-
bol then broadcasts to the corresponding sources [18] [19]. In [20], the authors proposed
the three step bidirectional information exchange of two source nodes with the leverage
of energy harvested DF relay. The performance of co-operative relaying is a measure of
throughput, outage probability and Quality of service (QoS) [21]. However, this coopera-
tive communications have been integrated into most modern applications such as Physical
layer security and Cognitive radio (CR) systems.

CR system is a promising solution to mitigate the effect of spectrum deficiency and
underutilisation of spectrum [22]. CR system allows the spectrum sharing mechanism of
Secondary User (SU) without degrading the performance of the Primary User (PU) link.
Mainly, there are three types of spectrum sharing approach, they are overlay, underlay and
interweave approaches [23]. Data rate and secrecy outage performance of a wireless relay
system can be enhanced effectively with the aid of a novel method, Physical Layer Network
Coding (PLNC) [24]. Interference in multi user MIMO system can be utilized to imprvove
the SWIPT performance with the help of PLNC [25]. PLNC combines the symbol from
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both the sources of a bidirectional relaying system. The SOP of a underlay cognitive radio
network with EH in the presence of an eavesdropper and direct link is investigated in [26].
The EH relay based underlay CR system is proposed in [27] to minimise the SOP. The
secrecy performance of an DF cognitive dual hop relaying with co channel interference
is studied in [28]. The potential benefits of SM is applied to the cooperative communica-
tions to improve the spectral efficiency with minimum power consumption and receiver
complexity. The implementation of SM in cooperative communications will enhance the
spectral efficiency which is one of the potential requirements in next generation wireless
communication networks [29].

To the best of authors knowledge no analysis have been carried out in the bidirectional
aspect of spatial modulation based cooperative cognitive radio in the presence of an eaves-
dropper with energy harvesting. Future wireless scenarios are expected to be deployed in
spectrum starved conditions also multi-fold increase in the shadowing probability between
the nodes are expected. Hence, in this model primary users allows the secondary user
to utilize their own spectrum (CR) and energy (EH), in return primary users expect the
secondary user to act as intermediary relay to improve the reliability of the transmissions
between primary user nodes. Hence, this paper proposes the performance investigations
on outage probability and secrecy outage performance of bidirectional spatial modulated
cooperative cognitive radio system with an eavesdropper.

The major contributions of this research paper is listed below,

— A novel energy efficient SM based bidirectional cooperative cognitive radio system
with an eavesdropper is proposed. In this proposed system, primary users and second-
ary user (EH-relay) are spatial modulation enabled transceivers.

— For the proposed system, analytical expressions of the lower and upper bounds end to
end outage probability are derived for the bidirectional link.

— Secrecy Outage Performance of the proposed system is numerically analyzed in the
presence of a single eavesdropper.

— The effect of power splitting factor, power allocation factor is examined and contrasted
with the performance of the proposed system without spatial modulation.

2 System Model

The SM based energy harvesting bidirectional cooperative cognitive radio system in the
presence of an eavesdropper is shown in Fig. 1. In this proposed system, it is assumed
that there is no direct link between the primary user nodes PU, and PU, due to the
shadowing or large scale pathloss. The two primary user nodes PU, and PU, exchange
their information in two time slots with the help of secondary user SU which acts as a
half duplex DF relay node to combine the information from primary users using PLNC
concept. The two primary user nodes PU, and PU, are equipped with N, antennas and
secondary user relay node SU is equipped with N, antennas. Secondary receiver SUpgy
and the eavesdropper are equipped with single antenna. SM is employed at both primary
user nodes PU,, PU, and secondary user node which carries additional bit of informa-
tion that increases the spectral efficiency of primary users and secondary user. In time
slot I, primary user nodes PU, and PU, transmit log,(X,) + log, (M) bits to the secondary
user, where M is the number of constellation point. The secondary user SU decodes and
harvests the energy from spatial modulated information of two primary user nodes. The
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Fig. 1 System model for SM bidirectional Energy Harvested Cooperative Cognitive Radio system with
eavesdropper

number of transmit antennas at secondary user node SU must satisfy N, = 2'°2N + N,
In time slot I, the antenna selection at secondary user SU is based on the decimal equiv-
alent of PLNC encoded primary user spatial modulated information. Secondary user
node SU also transmits its own information and jamming signal to secondary receiver
SUgy . The jamming signal is to confuse the eavesdropper, which is in close proximity
to secondary user SU. It is assumed that, both primary and secondary users have apriori
information about the jamming signal. As legitimate nodes are familiar with the jam-
ming signal, it can be suppressed. An example of PLNC encoding at both the time slots
are provided in Table 1.
In time slot I, the N, X 1 received signal vector at secondary node SU is given by,

Yr = \/Flg?}exl + \/IngZ?@ +ng (D

where P, and P, denote the transmit powers at PU,, PU, respectively. g‘f}e and gZ§e are the
channel coefficients between primary user nodes PU; & SU and PU, & SU respectively, g,
and g, are the transmitted antenna index which carry spatial information. The channel coef-
ficients are modeled as independent and identically distributed Rayleigh random variables.
For a block duration of time 7, this channel is quasi static and reciprocal. x; and x, are the
transmitted symbols from the primary user nodes PU, and PU, respectively. n, is Addi-
tive White Gaussian noise (AWGN), modeled as Zero mean circularly symmetric complex
Gaussian (ZMCSCG) with variance 0',23.
The secondary user SU equipped with Time Switching Relaying (TSR) protocol to

carry out energy harvesting and information processing. The EH is carried out for

4 = g T sec duration and information processing for z, = (1 - g)T sec duration,

where p is the time proportion for energy harvesting and information processing and T
is the total duration of time i.e. (t; + ¢, = T') (see Fig. 1). The SU node decodes the spa-
tial modulated primary user data, map the decimal equivalent value as antenna index

Table 1 Example of PLNC

. Time Antenna information & M-ary PLNC decoding
mapping
Slot- I PU, =10,PU, =11 qr =100 11 =01
Slot- I qr-xs = PU;, SUgpyx,i € 1,2 PU, =016 10=11

PU,=01@ 11 =10
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and broadcasts its own data using the harvested energy. The energy harvested at the SU

node during ¢, is given by,
2 p >
=T
) (4 @

where # represents the energy efficiency factor of the circuit and A is the power splitting
factor. Applying time splitting policy in (2), the power of SU node is calculated as,

2] ’
2
(3)

=i Pl + 2

I [

Py = =
) )
(1-¢)7 (1-%)
The maximum likelihood detection criteria is applied at SU node to detect g, g,, x; and x,.
It is given by

(1,8,.%,,%,) = argmin

q1 92 2
Y — g — 8| 4)
q1,92-%1-X2

4,4, are the detected antenna indices and X,, %, are the detected symbols of PU, and PU,
respectiveley. The encoding of the antenna indices and the symbols at SU node is based on
the PLNC principle, which is given by the pairwise ex-or operation of g = ¢, ® g, X, D X,

During time slot II, the SU node forwards the decimal equivalent of g in spatial domain
and its own xg via M-ary constellation symbols. A jamming signal xé is superimposed in the
information phase of secondary user node in order to confuse the eavesdropper. Now, the
N, X 1received signal vector at the i primary nodes PU, is given by,

Yeu, = VBPrgrxs + /(1 — P)Prgixl +m, i =12 )

where f is the power allocation factor at the secondary user node, the factor /Py allocate
the power for transmitting the secondary user information and 1/(1 — )Py, for transmitting
the jamming signal respectively. Here, the legitimate nodes, the primary user and second-
ary receiver have apriori knowledge about the jamming signal, so the legitimate nodes can
easily subtract the jamming part and n,, is the AWGN at the primary user nodes. Similarly,
the received signals at the secondary receiver SUyy and eavesdropper are expressed as,

Vs =V BPrgsxs + V(1 = PP + ng (©)
i =V BPrggs + V(L = PPrgiixs +ny (7)
where g;]{g, g;’?’; are the channel coefficients from the SU node to secondary user receiver,

eavesdropper respectively and they are modelled as Rayleigh random variables. The jam-
ming parts in (5) and (6) can be eliminated by the trusted users.
The maximum likelihood detection criteria at the primary user node PU; i € 1,2 to detect
the spatial bit is expressed as,
2
,i=1,2 (8)

P : qr
qr = arg mln”YPUL — 8ri
qr
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gg 1s the detected symbols from the antenna indices, which embeds both the antenna index
and information of primary user. The decoding of the spatial modulated symbol at pri-
mary user PU, is decoded as gz @ ¢,%, and PU, is decoded as g @ g,%, respectiveley (see
Table 1).

Furthermore, the detection criteria at the secondary receiver SUyy to detect the M- ary
bit is given by,

2
2 : qr
Xg = argmin |yS —8 xs‘ 9
qr€{12,....N,} RS ( )

3 Performance Analysis of the Proposed System
3.1 SOP Analysis

Secrecy Outage Probability (SOP) is defined as the probability that the secrecy capacity
(Cy) falls below a predefined secrecy rate (Rg), which can be articulated as,

SOP = Pr|Cy < Ry (10)

the secrecy capacity is defined as the difference between the main channel capacity and
eavesdropper channel capacity, follows as,

Cs=(C,-C,) (11

From (5), the average SNR at the primary user node PU;,, i € (1,2)is expressed as,

qr 2
‘BPR“gRi
2

Yru, = i€ (1,2) 12)

Op

where o-f, is the noise variance of the primary user nodes. Similarly, from (7) the average
SNR at the eavesdropper node (E) is written as follows,

2

ﬂPR|g;]gRE
YE = 2 5 (13)
(1= p)Pegis| + 02
Hence, the main channel capacity is expressed as [29],
C,, =1og, (1 +ypy ) +log, N, i € (1,2) (14)

substituting ypy, from (12), the capacity of the main channel is obtained as,

o]
Pelenll

C,=log, |1+ +log, N,,i € (1,2) (15)

P
Likewise, the eavesdropping channel capacity is given by,
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C, =log, (1+yz) +log, N, (16)

substituting y from (13) obtain the capacity of the eavesdropper channel and it is expressed
as,

ﬁPR|ngE

(1= Pys,

C,=log, |1+ > +log, N, 17)
+ aé

Hence, from (10) the secrecy outage probability at the primary user nodes PU,,i € (1,2)is
rewritten as,

SOPyy, = Pr[(C, —C,) <Rg],i €(1,2) (18)

substituting (15) and (17) in (18) secrecy outage probability at the primary user nodes
PU,,i € (1,2)1s given by,

ﬂPRI)g i
SOPpy, =Prqllog, |1 + ——— log2
I (19)
ﬂPR|ng. ‘
—log, |1 + 5 + (log, N,) | < Rg
(1= p)Pp|e™| + o2
R)gRl | E i€(1,2)
Moreover, SOP at Secondary Receiver SUyy is obtained as,
ﬁPRHg g
SOPgy, =Pr{llog; |1+ ——— log2
g (20)
R
ﬂPR|g;1(E|
—log, |1+ + (log, N,) | < Rg
(1= PPys| +2

However, to the authors knowledge both (19) and (20) cannot be evaluated as closed form
solution. By the way, the numerical solutions are presented in Sect. 4.

3.2 Outage Probability Analysis

The end to end outage probability of the primary user nodes PU, and PU, are analyzed in this
subsection.

3.2.1 Outage Probability at Secondary User Node

In the multiple access phase, the secondary user node receives the information from both the
primary user nodes PU, and PU,, so the outage probability at the SU node is expressed as,
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PR =Pr(C<Ry,) 1)

out

where C is the channel capacity and R, is the target data rate in bits/sec/Hz. In a bidirec-
tional DF relay node, the outage probability is determined in terms of lower bound and
upper bound outage probability [20]

Hence,the expression (21) is rewritten in terms of SNR as follows

PRy = Pr[log, (1+max (7,5 725)) +logy N, < Ry (22)

_ leillra-n o |le2l*Pa-a
- 2 s YR = 2

R

where v, ¥, are the SNR at the SU node is given by y,

From (22) the lower bound outage probability at the SU node is simplified as,

PRy = Pr{max (yig, vpr) <7} (23)

where yl’h = 2R-lo&:N: _ 1 is the predefined threshold. From (23) it can be seen that the
channel coefficient in the SNR expression follows the Chi-squared distribution. Substitut-
ing the SNR values in (23) and the Chi-squared nature of the random variable, the above
expression is further simplified and the lower bound outage probability at the SU node is
written as,

Py =1 =€ (14 a))][1 =™ (1 + )] 24)
maz yrho.z
where a; = (1_/1)’21 and a, = (1—/1;;’2'

Likewise, the upper bound outage probability at the SU node is expressed as,
Py = Pr[min (yig. var) < r}'] (25)

substituting the SNR values in (25) and performing some mathematical operations the
upper bound outage probability at the SU node is written as,

Pl g =1= 1= (1= (14 a))][1 = (1 -7 (1 +a))] (26)

3.2.2 Outage Probability at Primary User Nodes

The outage probability at the primary user node PU,,i € (1,2)1is evaluated as,

PU.
Py = Prlypy, < 7" 27)

From (12) the SNR at the primary user node PU, is rewritten as,

qr 2
‘BPR“gRl

J/PU1 = 62
P

(28)

Py is already expressed in (3). Substituting (3) in (28) the above expression (28) becomes
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o e[+ 2 Jsel e
Yy, = ) 29
2(1 - g)ap

The outage probability at the primary user node PU| is rewritten as,

prU — P”[J’PU, < y’h] (30)

out

1-2)262
where y" = 2R-1o&:N, _ | et b = % and substituting (29) in (30) and performing

simple mathematical manipulations the outage probability at the primary user node PU, is
obtained as,

PU b V’h
o= e |le| < e ||| @31
Utilizing the probability condition, the expression (31) is further written as,
o 2 b th
PO = [T b [ o] X0
o = | P ek < PO R T i (32)

The expression (32) is the combination of more than two random variables, hence to the
best of authors knowledge the closed form solution of (32) does not exist. Hence, usmg the
probability bound theory, it is written as in terms of lower bound outage probability (P )
and upper bound outage probability (P ) respectively [20],

R T AT ”b;": <77y @
R1

The lower bound outage probability at the primary user node PU, is expressed as,

b th
Phyt = Pri2max( 11l l1g&ll”) < =% (34)
el
The expression (34) is further written as,
b th b th
P =/ Prlx L P llgt)”” < —2— |x X g @ex (35)
0

B 2fei

Evaluating the probability condition in (35) obtained as
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(36)
ih th
(1—6’_ byl(l+\/b32/ ))Xxe_xdx

Performing a few mathematical operations in (36) using [30], the lower bound outage prob-
ability at the primary user node PU, is expressed as,

Pl = ll —e—“;h<1 +1/ I’Tym)]
[1 - (b y’hK2<\/2by’h> 37)
h
+ bgt 2by’hK1<\/2by’h)>]

Similarly, the upper bound outage probability at the primary user node PU, is depicted as,

PU . 2 2112 by"
Phot = ol 2min( llgli . llggg ) < e (38
gri

According to the probability condition the equation (38) is further written as

2 th
|

Evaluating the probability condition in (39) obtained as
PU i by™
P =1— 1+
G G
(40)
yth th
(e_ . (1+ b; ))xxexdx

Integrating the expression (40) and performing mathematical simplifications the upper
bound outage probability at the primary user node PU, is obtained as [30],

o K[WO + @))(m%(@)
R w\/@m(m))]

Hence, the end to end outage probability of the proposed system is given by,

PU, ® . q
PUBl _/0 Pr 2mm<x,”g2§e

g O (39

(41)
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dtoend _ pR R PU
PZZr—tizean - PLB—out + [(1 - PLB—om‘)PLBI] (42)

endtoend _ pR R U
P = Pupgu * [(1 - PUB—out)PZBI] 43)

4 Results and Discussions

In this section, the validation of the proposed system are done with the aid of analytical
results, numerical and computer simulations. The simulation parameters of the proposed
system are: Energy efficiency factor # =1, power allocation factor f =0.5, the distance
between all the nodes are normalized to unity.

The impact of power allocation factor to the SOP at secondary receiver and primary
receiver for different values of SNR is illustrated in Figs. 2 and 3 respectively. Initially,
as the power allocation factor f increases the SOP starts to decrease. This is due to the
fact that more power is allocated for main channel capacity and subsequently reduces the
capacity of eavesdropper channel. From the plot, it is observed that the SOP reaches the
minimum floor with gradual increase in f. After the minimum floor level, SOP slightly
increases with the incremental value of f. In this scenario, more power is allocated for
the processing of the information, obviously reduces the effect of jamming signal. Hence,
dominant secrecy performance is achieved. The effect of SNR is also illustrated in these
plots.

The variation of secrecy outage probability with power allocation factor of the proposed
system is compared with an existing literature [26] in Fig. 4. The simulation parameter
considered for the performance comparisions are: secrecy rate 0.3 bps/Hz and energy effi-
ciency factor n =0.9. It is observed that the existing literature provide SOP of 0.9 at power
allocation factor f =0.2, and in the proposed system model the SOP is 0.74 at the same

—6— SNR=0dB
—&— SNR=4dB
—&— SNR=6dB

Secrecy outage probability
o
(e}

0.6 . . . i
0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1
Power allocation factor(3)

Fig.2 SOP at secondary receiver versus power allocation factor f for different values SNR
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——SNR=0dB
—&— SNR=4dB
—6— SNR=6dB

0.9

0.8
0.7
0.6

0.5

Secrecy outage probability

0.4

0.2 I I I I I I
0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1

Power allocation factor(,3)

Fig.3 SOP at primary receiver versus power allocation factor g for different values of SNR

power allocation factor. The parameter comparision between the proposed system and
existing system model [26] is provided in Table 2.

The SOP at primary receiver with the power allocation factor for different antenna con-
figurations N, = 2,4, 6 is illustrated in Fig. 5. From the plot, it can be seen that the num-
ber of antenna increases the system performs in an efficient way by the leverage of more
number of independent path or diversity factor. Moreover, the optimal value of the power
allocation factor can be easily chosen from the plot.

Power splitting factor A of the energy harvester is varied and its impact on the end to
end outage performance is depicted in Fig. 6. The analysis is also contrasted with the

=—©— Pranabesh Maji et al

——
0.95 Proposed System |

0.9

0.85

0.8

0.75

Secrecy outage probability

0.7

06 I I I 1 I I I I
0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1

Power allocation factor(3)

Fig.4 Performance comparison of proposed system with an existing system model [26]
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Table 2 Parameter comparison of proposed system with an existing system model [26]

Parameter for comparison Proposed system Existing literature [26]
Antenna configuration SM-MIMO SISO

Flow of information Bidirectional Unidirectional

CR approach Spectrum sharing Underlay

Analyzing criteria SOP and outage probability SOP only

Channel link Relay link Direct link and relay link
PLNC Incorporated Not incorporated

Secrecy outage probability

1072 L L L L L L
0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1

Power allocation factor ()

Fig.5 SOP at primary receiver versus power allocation factor f for different antenna configurations N,

system model without employing SM. The lower bound and upper bound outage prob-
ability of the proposed system is illustrated in this plot. Initially, the outage probability
decreases with the gradual increase of A to some optimal value (= 0.3). Further increas-
ing the A causes the outage probability to worsen. In fact, more power is used for energy
harvesting in secondary user relay node and small amount of power is used for process-
ing the information (see(42) and (43)).

The end to end outage probability of the proposed system with SNR is shown in
Fig. 7. The proposed system is also compared with the system without assisting spatial
modulation. From the plot, it can be seen that the SNR requirement to obtain 1072 out-
age probability is 6 dB for SM lower bound, while in the case of without SM the same
outage probability performance can achieved only at 11 dB. Since the outage probability
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Fig.6 End to end outage prob- 100
ability at primary user with
power splitting factor A
1L
> 10
=
©
Q
<)
Q.
Q
[=)
]
=
O 402t
SM Upper Bound
SM Lower Bound
Without SM Upper Bound
= = = Without SM Lower Bound
1 0-3 1 1 1 1 1 1 1

| |
0 01 02 03 04 05 06 07 08 09 1
Power splitting factor(\)

Fig.7 Comparison of end to end
outage probability at primary
user with SM and without SM

SM Upper Bound
SM Lower Bound
105k Without SM Upper Bound
= = = Without SM Lower Bound

Outage probability

10

10-7 L L L I I
0 2 4 6 8 10 12 14 16 18 20

SNR [dB]

is related to the channel capacity, therefore significant improvement is observed while
employing SM in the proposed system

The energy harvesting capability of the proposed system under Rayleigh fading envi-
ronment is given in Table 3. From the table it can be seen that, as the value of power
splitting factor increases, more amount of energy is harvested (see(2)). Moreover, it may
affect the information transmission capability of the system. Hence, the selection of A
value plays a vital role in energy harvesting and information processing of the proposed
system.
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Table 3 Energy harvesting trade-

Power splitting factor A Amount of
off of proposed system energy harvested

WJ1s)

0.1 0.178

0.2 0.355

0.3 0.532

0.4 0.71

0.5 0.887

0.6 1.074

0.7 1.242

0.8 1.42

0.9 1.596

1 1.774

5 Conclusion and Future Work

In this paper, the outage probability of a bidirectional SM based energy harvested coop-
erative cognitive radio system with an eavesdropper is proposed. Two primary user nodes
can communicate with the assistance of energy harvested relay using TSR protocol. The
secrecy performance of both the primary user and secondary user is also investigated in
this paper. The end to end outage probability of the proposed system is derived and plot-
ted. The incorporated SM ensures better spectral efficiency, perfect secrecy, and the energy
efficiency of the system is achieved by the process of energy harvesting at the relay node.
Both spectral efficiency and energy efficiency are the key features of 5G wireless commu-
nication networks. The proposed system is more efficient in spectrum utilization with low
energy requirement compared to the conventional cooperative systems. Furthermore, this
scheme analyzed the physical layer security in terms of SOP in the presence of an eaves-
dropper. The incorporated power allocation factor plays a major role to improve the secrecy
performance of the system. The impact of power allocation factor, power splitting factor
on SOP and outage probability under Rayleigh fading environment is highlighted. This
research proposal united the concept of cognitive radio, energy harvesting, spatial modula-
tion, and physical layer security for the deployment of future cooperative wireless commu-
nications. Moreover, there exists a lot of open research problems such as the performance
investigations on the proposed system with generalized fading channels and the analysis of
cooperative cognitive radio system with full duplex relaying scheme. These open research
problems can be addressed as the future work.
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